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Agenda Item:
2.13
1 Decision/action requested 
This contribution proposes a new key issue for FS_disagg_gNB_Sec
2 References
TR 33.840 v0.0.3 3GPP Study on security aspect of disaggregated gNB architecture. 
3 Rational
The contribution proposes a new key issue on hosting third-party CU-UPs in operator’s centralized location.
4 Detailed proposal
*************** Start of 1st Change ****************
5.X
Key Issue #X: Hosting Third-Party CU-UPs in an Operator’s centralized location 
5.X.1
Introduction
Third-party applications hosted on CU-UPs located inside the operator’s network and in the same premise (i.e. same closet) as the operator’s other equipment has many advantages for the third-party application provider. But it creates many challenges for the operator (i.e. the host) having the third-party equipment in their premise terms of complexity and other added overhead costs. 

One of the main issues of having a third-party application inside an operator’s network is security. Obviously, if the third-party application service provider completely trusts the operator that hosts its servers completely, all of the security would be managed by the operator and there would be no issue.  However, since it’s most likely that the third-party application service provider does not completely trust the operator even though there may be service agreements and other business arrangements between them. One of the stickier issues dealing with trust is of control as third-party application service provider does not want to relinquish control of its servers to the operator, potentially creating the need to have expensive and complicated solutions so that the security of the operator’s network and the security of the third-party application can be physically and logically segregated even though accessing the third-party application(s) within the operator’s network would still rely on the operator to provide primary authentication. It’s an issue of decoupling security between third-party application and the operator’s network while still relying on the operator’s network for security.

5.X.2
Security Threats  
-
Third-party application server that is given a free reign in an operator’s network could get access to data and other sensitive information of UEs not having any business with the third-party application service provider. However, the operator would be on hook for any breaches the UEs incur while getting served in the operator’s network 
-
If the operator does not have total control of security for third-party application servers hosted at its network, the operator may be subject to having high-risk third-party application servers inside its network, potentially cause loss of data for its users or even denying its users access to the 5G network.
5.X.3
Potential security requirements
- An operator of 5G service shall have total control of security for any third-party applications hosted in its network.
*************** End of Changes ****************
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